








ADOPTION IS GROWING...

With every new platform, more people are being introduced to the
metaverse, and the number of daily users keeps on increasing.
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...and so is the amount of data
collected about users

The metaverse will collect, store
and rely on more personal data
than ever before — and such
data collection is involuntary
and continuous.

20 2
minutes = million

ina VR recordings of
simulation body language?

6 https://www.demandsage.com/how-many-people-play-roblox/
7 https://www.devex.com/news/sponsored/opinion-the-challenges-of-protecting-data-and-rights-in-the-metaverse-103026




MORE DATA, MORE
POTENTIAL DATA MISUSE

Data leaks

Personal and sensitive data The risks of underestimating
at risk in the metaverse includes these dangers range from
real-world information about identity theft to financial fraud,
user habits, personas, and even discrimination and
voices, surroundings and reputational damage to the
physiological characterics. victims of a data breach.

This spells danger.
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Social Engineering Attacks

In a social engineering attack, In metaverses, social engineering
cybercriminals pretend to be attacks will become easier and

from a trusted organization, and more powerful, and, thus,
use psychological manipulation more frequent.

to trick them into giving away

sensitive information.



PIONEERS MUST ADDRESS

RISK TO BECOME LEADERS
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Safety by design: 3 steps to earning
customer trust in the metaverse
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Managing customer data
Transparent standards backed
up by next-level compliance
systems and processes.

Maintaining identity security
From multi-factor authentication
to hardware support, innovative
solutions are needed to tackle
identity verification.

Enhancing content moderation
A combination of Al and human
content moderation will be
required to fight abuse

or misinformation.

In a virtual world that is open

to data misuse, the real winners
will be businesses that work
hard to protect their users,
resulting in more engagement
and commercial opportunity.



WHAT COMES NEXT?

Metaverse spaces offer an unprecedented level of opportunity
and risk. Navigating these spaces successfully will require:
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A willingness to invest in and engage with
virtual spaces to establish expertise.

An ironclad commitment to embedding trust and
safety into the foundations of the metaverses we
take part in.

Sutherland is your trusted partner to ensure safe
metaverse operations. Want to learn more?

Let’s talk.

sutherlandglobal.com

We make d|g|ta| sales@sutherlandglobal.com
1.585.498.2042
human..
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Sutherland is an experience-led digital transformation company. Our mission is to deliver exceptionally designed and engineered experiences for customers and
employees. For over 35 years, we have cared for our client's customers, delivering measurable results and accelerating growth. Our proprietary, Al-based products
and platforms are built using robust IP and automation. We are a team of global professionals, operationally effective, culturally meshed, and committed to our clients
and to one another. We call it One Sutherland.
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